National Cyber Security
Strategy - 2024

. National Cyber Security Agency

Republic of the Maldives




Core Values

DI Citizens

Promotes ethical Ensures national

and safe digital control over
behavior. digital assets and

data.

=

Builds capacity to Balances
withstand and protection with
recover from innovation and
cyber threats. growth.

Integrates human,
procedural, and
technological
resources.




Strategic Objectives

Strengthen Secure systems
cooperation for against cyber
goals threats

Foster secure
digital
environment

Build capacity to
recover from
incidents

Promote Global
and Regional
Leadership

Achieve
international
recognition




Pillars of the Strategy




Pillar 1: Governance and Policy

GRC Standards NCSA Leadership
GRC standards are The_ NCSA leads '
promoted to improve national cybersecurity

cybersecurity posture. efforts and develops

policies.

Cybersecurity
Legislation

Laws are promoted to
protect data and digital
rights.
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Cybersecurity ﬁ
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Toolkits

Providing practical tools
for cybersecurity
implementation

Product Testing
and Certification

Ensuring products meet
security standards

‘ Pillar 2: Public and Private Interests
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Cyber Support
Hub

Establishing a hub for
cybersecurity
assistance

Registry of
Certified
Providers

Maintaining a public list
of certified providers



Pillar 3: Cyber Defence and Resilience

Critical Infrastructure
Protection

Securing essential services
like finance and healthcare

Proactive Monitoring

Regular assessments to
identify vulnerabilities

Threat Intelligence
Sharing

Encouraging open threat
information exchange
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Incident Response

Developing plans for cyber
incident management

Resilience
Enhancement

Ensuring systems can recover
from incidents




' Pillar 4: Public Awareness and Education ‘

Implementation
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Nationwide
Campaigns

Cyber Safety in
Schools

Individual Level €

- Community Level

A
o

Responsible
Digital Citizenship

Parental Support
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Awareness




Pillar 5: International Partnerships and Regional

Leadership

International Legal
Cooperation
International Legal
Cooperation focuses on

collaborative legal
frameworks.

Collaboration

Cross-Border
Cooperation

Cross-Border Cooperation
enhances regional
collaborative response to
threats.

International

Regional

Global Collaboration

Global Collaboration
emphasizes leadership in
international cybersecurity
efforts.

Leadership

Regional Leadership
Regional Leadership

positions the Maldives as a
cybersecurity leader.
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